

















Figure 22: Logitech Premium Headset (Source: Logitech Website)

3.6. Digital Video Cameras

3.6.1. The Logitech camera depicted in Figure 23 was tested. The new Logitech
QuickCam Pro 9000 provided excellent images of the surrounding environment. In
practice, cameras were used infrequently by the communications team for
communication, as there was generally no need for video imagery. However, this
product could have been used for telemedicine reachback support if prior
arrangements would have been made. This camera can take 8 megapixel images,
so it may be good for sending ad hoc medical images.

Figure 23: Logitech QuickCam Pro 9000 (Source: Logitech Website)

3.7. Solar backpack

3.7.1. The Voltaic solar daypack shown in Figure 24 worked well in the area. While it is
not designed to charge laptops, it does charge cell phones, satellite phones, PDAs,
GPSs, cameras etc. With almost 2,000 cubic inches of storage, it is still a bit small.
A 4,000 cubic inch bag would better handle more communication equipment. Also,
the interior of the bag is not as rugged as it could be for this kind of mission.

The pack has a 4,400m Ah at 3.6 volts Li-lon battery pack with three voltage
settings to store solar power. The maximum output is ten volts at four watts.
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When not in the sun, the pack’s battery can be charged using the AC travel charger
or DC car charger. The three solar panels are tough and waterproof.

Figure 24: Voltaic Solar Backpack (Source: Voltaic Website)

3.8. Brunton Solar Panels

3.8.1. The size Brunton Solar Panels we tested (Figure 25) were not sufficient to power
laptop or BGAN device individually but could have been if we had the proper
connectors to daisy chain more than one of the units together.

Figure 25: Brunton Solar Roll (Source: Brunton Website)

3.8.2. The Solaris 6 (a 1x3 flexible panel) produces:

e Power Voltage: 12 Volts
e Peak Current: 433 mAmps
e Peak Power: 6.5 Watts

3.8.3. The Solaris 12 (a 2x3 flexible panel) produces:

e Power Voltage: 12 Volts
e Peak Current: 800 mAmps
e Peak Power: 12 Watts

3.8.4. A typical laptop needs between 16 and 19 volts at 2.5 to 3.5 Amps and between

40 and 66.5 Watts. Two of these solar panels put together would not power a small
laptop, but we assume that if we had more of these sized units, or larger units, we
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would have been able to maintain a proper charge to continually power a laptop
assuming there would be enough sunlight. The ruggedized Panasonic laptops that
were included with the Comfort 07 FLAKs would definitely need more power
generation than one or two of the Brunton panels could provide.

3.9. BGAN

3.9.1. BGAN was the primary connection to the Internet for the shore-based medical
facilities. Also, there were times when a BGAN unit was set up on the deck of the
Comfort to augment the WSC-8, either because the WSC-8 had an intermittent or
non-existent connection. For example, the Public Affairs Officer used BGAN
aboard the ship to enable transmission of large data files (high resolution
photographs) without interruption. In general, for this mission, both on the ship and
ashore, BGAN performed very well. The laptop-sized antennas were quick and
easy to deploy and were quite reliable. They provided a stable connection and
could run on internal battery power for the entire 8-hour day. The built-in WAPS in
these BGAN units are in need of update to more secure security features and
range, but in general they were reliable and user friendly. A typical BGAN could be
deployed and connected to the network in about 5 minutes. Precise alignment is
not required, and can almost always be “eyeballed.” The main drawback to BGAN
was the Internet access service cost. A megabyte of data transfer cost USD $7.
Another drawback to BGAN was the relatively slow data transfer rates (a maximum
of 400 kbps), especially when compared to VSAT (as high as 3-5 mbps with larger
units and amplifiers).

3.9.2. While generally speaking, BGANs were critical components of the ashore team’s
communications capabilities, there were several issues that BGAN sometimes
presented. These included:

3.9.2.1. Intermittent dropping of the connection (both WiFi and Satellite) from the
BGAN that sometimes required that the BGAN be restarted.

3.9.2.2. BGAN giving a late connecting laptop access to the local WiFi network but
not the Internet.

3.9.2.3. Multiple BGAN units placed near each other (with 100-200 meters)
simultaneously connecting to the Internet on some rare ocassions seemed to
conflict with one another. Best practice dictates that one BGAN Launchpad
management application on one laptop in a single local WiFi network be used to
manage multiple BGAN units. Multiple Launchpads used simultaneously can
cause several problems that are not easily resolved.

3.9.2.4. There were significant problems with the Fortress WAP working
consistently in conjunction with the BGAN. It often seemed best to not use the
Fortress WAPSs, but instead to operate directly with internal BGAN WAP, but that
only offers WEP security (vice the Fortress’s more up-to-date WPA security).

3.9.2.5. Plugging a laptop directly into the BGAN without a switch or via WiFi
sometimes caused problems with BGAN configuration.

3.9.3. Suggestions for Possible Improvements to BGAN Equipment The BGAN
appears to be a fairly decent solution, but here are some improvements and
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upgrades that should be investigated to improve the system’s suitability and
reliability (we have passed these on to the manufacturer, Hughes):

3.9.3.1. Improve signal-to-noise ratio to satellite, so “light rain” won't cause drop
outs. Either a bigger antenna or better low-powered amplifiers inside BGAN.

3.9.3.2. Investigate auto-steering devices, similar to DirecTV antennas on RV so
BGAN can be used while ship or vehicle is in transit.

3.9.3.3. Determine maximum power requirements and buy solar panels & spare
battery packs to match.

3.9.3.4. Add an internal fan with a thermostat.

SRt B,
Figure 26: BGAN Transceiver Covered with Plastic for Environmental Protection

3.9.3.5. Ruggedize the BGAN for all weather. The weatherproofing in these
Hughes 9201 units was marginally sufficient for the extreme rains we sometimes
experienced. An upgrade to the unit’s waterproofing would alleviate the need for
plastic bags in order to protect them. See Figure 26.

3.9.3.6. Obviously, there are many work-arounds for these BGAN units, but as this
Comfort mission has shown, deployments are unpredictable, personnel changes
are common, and every site is unique. Thus, the work-arounds often only work for
a short while.

3.9.3.7. A significant amount of the delay experienced with the communications
resulted when an ashore unit sent a message (simple chat) that went to several
stations on the ship via BGAN to the WSC-8.
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3.9.4. BGAN Usage Monitoring. The Comfort 07 mission used Telenor as the satellite
service provider. Of utmost importance was to always know how fast each BGAN
unit’s service was being used up, as sometimes a unit just deployed in the field
would not work and the crew learned right then that the service was just used up,
causing delays in bringing that site online. There was a method for keeping track
of, or determining current service status, but the IT ashore communications team
and DESRON staff were not aware of how to do this prior to the mission. After
contacting the SPAWAR support team in Norfolk, who subsequently contacted the
vendor that sold/configured the BGANs and FLAKSs, who then contacted Telenor to
find out how to obtain usage status information. What follows are instructions
provided by Telenor for monitoring BGAN airtime usage:

e (o to https:www.telenorsatellite.com (See Figure 27)

e On the top menu bar, select “Service Provider Extranet”

e Login. Enter Username and Password

e On the left menu, select “The Source ®”

¢ On the top menu, select “Product Portfolio”

e On the left menu, select “BGAN”

e On the left menu, select “SIM cards”

e Enter an IMSI number for a FLAK, and select “Go”

e On the next page, click the IMSI number that is now a hyperlink.
e Click on “Traffic Log”

e Export data to Excel and add up the time.
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Figure 27: Telenor Satellite Services (BGAN Usage Monitoring)

3.9.5. BGAN Usage for Comfort 07. Four BGAN units were acquired by
SOUTHCOM and were configured and maintained by SPAWAR. They were heavily
used during the entire mission. In fact, the entire shore-side data communications
mission was provided through the four BGAN units that were deployed, except for
a three-port period when the GATR system was being tested and operated
(discussed later). They performed well overall, but the high service/usage cost and
low data rates of the service were a major drawback. Figure 28 below shows how
the BGAN usage accumulated during the mission.
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Figure 28: BGAN Usage for Comfort 07
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3.10. GATR

3.10.1. The prototype GATR inflatable VSAT satellite communications system
was operated by personnel from the NGO MAF. In fact, the primary reason for
MAF participation on the Comfort mission (other than the Humanitarian Assistance
motivation) was to work with the GATR VSAT system to conduct field testing of the
unit. MAF, in the past, has used various VSAT systems to provide communication
infrastructure for the UN and other NGOs in a HA/DR environment. They may be
interested in working with the Navy and DoD to possibly do that kind of mission
alongside us again in the future. This Comfort 07 mission experience provided
MAF with an opportunity to learn how and where their ability and desire to provide
high-speed Internet connectivity through VSAT can benefit the military and NGO
community when deployed together. The use of the GATR inflatable VSAT system
on this mission allowed those involved in planning the mission to see first-hand
VSAT technology so they can make future decisions on when, where, and how it
can best be utilized.

The GATR inflatable VSAT system (shown in Figure 29 below) was also valuable
as a morale and welfare tool when it provided high-data rate video, voice, and text
chat to the Comfort crew pier-side on the last day of operations in Ecuador (See
Section 3.10.7.1).

T T e
i Rat T SR

AR e o

Figure 29: David Hoffman from MAF Deploys the GATR

3.10.2. GATR Deployment — An Example of CivMil Collaboration OSD(NII)
sponsored the NGO Mission Aviation Fellowship (MAF) to participate in rotation 3
of the Comfort 07 mission. The primary purpose was to increase knowledge in
both directions about how the DoD can work together with comms-oriented NGOs
in real-world HA/DR operations. For MAF, one of the attractions they cited for
participating in this mission was the opportunity to learn from the experience of
real-world civilian-military collaboration, and to establish a network of contacts
which will hopefully expedite future communication and cooperative efforts.
Although MAF doesn't plan on collaborating with the military for each regular
mission or ongoing HA project, they do recognize that there are going to be
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situations in the future where they will be working together with the Navy or DoD
during large HA/DR events. MAF patrticipation in the Comfort mission was a good
step forward toward improving working together at the CivMil boundary. A strong
communication chain was established between NPS, OSD(NII), and MAF, which
will serve us well in future HA/DR deployments.

MAF personnel initially reported being very nervous about fitting into 'military life' on
the Comfort. Later, they reported being very pleased with the way the people on
board the Comfort welcomed them and made them feel at home. They were also
pleased with the level of collaboration, both in planning for GATR use and in the
daily setup and use of the system. David Hoffman from the NGO MAF reported,
“The military's strict adherence to chain of command was not entirely new to me,
but it did take some getting used to. | say that in the sense that | needed to learn
who the right person was to make a request or a suggestion. However, when it
came right down to getting things done, | would say that we worked well together,
and there was an open avenue for information sharing.”

3.10.3. The GATR System vs the BGAN System: GATR'® - Both the GATR
inflatable deployable VSAT and BGAN were used for communications on the
Comfort mission, and each had advantages and disadvantages. As personnel
arrived ashore each day to run the primary care clinics, they needed to have
communications up and running immediately. Any deployable VSAT system,
including GATR takes at least 30-60 minutes to set up and bring laptops online,
and on the Comfort mission they wanted to be communicating within a few minutes
of arrival onsite whenever possible. Once up and running, the GATR system
provided much higher data rates than BGAN, and at a fixed cost (see data volumes
for three separate countries in Figure 30, below). In addition, due to its much higher
bandwidth, the GATR system is also very suited to VolP, video teleconferencing,
and telemedicine applications versus the BGAN. The GATR deployable VSAT
system would be ideally used for a mission when it can be set up in one location for
multiple days in a row versus having to be transported from the ship to the shore
sites, set up and taken down, and then be transported back to the ship each day.

For military applications, GATR is ideal for multiple-day ashore locations, and
where mobility is required. The GATR is also ideal for HA/DR missions, as the
units can be airline-checked and rapidly deployed to remote locations. In addition
GATR units can provide bandwidth sufficient to run an ‘Internet Cafe’' for local
populations or NGO personnel.

3 It should be noted here that GATR is a specific VSAT solution (perhaps the only inflatable VSAT system on the
market), but all comparisons here between GATR and BGAN can and should be extended to comparisons between
VSAT and BGAN.
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Figure 30: Comparison of Throughput - BGAN vs GATR

3.10.4. The GATR System vs the BGAN System: BGAN - The BGAN can be
set up quickly, but the primary shortcomings are the slow data rates and the high
costs of service and data transfer.'* One of the original components of the mission
was telemedicine but, due to the low data rates of the BGAN and the WSC-8,
telemedicine was generally not occurring. The large files associated with
telemedicine took a long time to transfer over the BGAN and the cost was
becoming prohibitive.

3.10.5. The GATR System vs the BGAN System: Cost Comparison - The two
systems are on opposite sides of the cost scale for both initial equipment cost and
service. For BGAN, the initial cost to purchase the system is low (~$2500). Itis
relatively high for the GATR (still in prototype, but expected cost is ~$80,000). It
should be noted that there are other VSAT-based systems on the market and the
equipment costs vary widely (from about $25,000 to $300,000 or more, depending
on form factor, functionality and features). While the comparison here is made
between BGAN and GATR, it can be translated to a comparison between BGAN
and any other similarly priced VSAT system.

3.10.5.1. Operating costs for BGAN and GATR appear to be inversely proportional
to the cost of acquisition: BGAN service costs about $7 per MB (at 300 kbps max),
and satellite service at a similar throughput for the Ku-Band VSAT systems like
GATR can be obtained for a flat monthly fee of about $1,746. Below, the first Cost
Comparison Chart shows that the high cost of GATR equipment can be recovered
after about 6 months of operation (when compared to service costs for BGAN), and
after that, the monthly cost savings is about $14,600. These estimates assume
that 2.3 GB of data is transmitted and received each month for each system, which
represents the average approximate usage per system for the Comfort 07 mission.
It is important to note that, given the high operating costs of the BGAN service,

4 relative to VSAT solutions
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bandwidth usage was administratively restricted for Comfort 07. This had a
negative impact on the overall HA mission, because high bandwidth sub-missions
such as telemedicine, unlimited web traffic for mission personnel, large file
attachments, voice chat, health and comfort email and/or web surfing and video
conferencing were all restricted. On the other hand, with a flat monthly rate and an
unlimited usage plan, all of these applications would have been available and
would have significantly improved mission effectiveness. In that case, usage would
likely be much higher than 2.3 GB per month.
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Figure 31: Cost Comparison - BGAN vs GATR (Limited Usage)
In the next Cost Comparison Chart, we change our assumed usage to 7 GB per month

per system. All other factors remain the same. In this case, one can see that a break-
even point is reached before the two-month point.
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Figure 32: Cost Comparison - BGAN vs GATR (Expected Usage for Actual HADR)

3.10.6. VSAT Service Cost Calculations

3.10.6.1. According to DRASTIC, a communications-oriented NGO, VSAT service
cost (as of the date of this document) can be estimated “very roughly” using the
following rule of thumb:

3.10.6.2. shared bandwidth at around 10:1 = $5,500-6,500/month/mbps
3.10.6.3. dedicated bandwidth = $7000-8000/month/mbps

3.10.6.4. The next table demonstrates the following example: the requirement is
3,072 kbps x 768 kbps with a Carrier-to-Interference Ratio (CIR) of 128 kbps x 64
kbps (oversubscribed at 10:1). The sum is 576 kbps.

3072/10 (outbound) | 307.2
768/10 (inbound) 76.8
CIR (outbound) | 128.0
CIR (inbound) | +64.0

Total kbps | 576.0
Table 3: Throughput Calculation (Example 1)

3.10.6.5. A service cost estimate for this level of service would be $3,000-
3,600/month at retail prices.

DRASTIC indicates that there are signs that prices in the Africa region in particular
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are rising quite significantly. Bandwidth over the Caribbean (AOR for Comfort 07) is
likely to be at the lower end of the scale.

3.10.6.6. As another example, the NGO MAF was asked to deploy to Bangladesh in
late 2007 for Cyclone Sidr relief. For the mission, MAF had asked for 1024 kbps
outbound (download) and 512 kbps inbound (upload), dedicated CIR 128 kbps
outbound and 64 kbps inbound (oversubscribed at 8:1)

1024/8 (outbound) 128
512/8 (inbound) 64
CIR (outbound) 128

CIR (inbound) +64

Total kbps 384
Table 4: Throughput Calculation (Example 2)

3.10.6.7. This service was quoted to MAF at $1,746/month, for a month-to-month
contract.

3.10.7. GATR Operations - GATR was successfully tested as a prototype VSAT
system for high speed Internet access in Ecuador, Colombia, and Haiti to support
communications on the mission. The GATR system was used on eleven days, for
a total of about 70 hours (averaging 6.4 hours each day). A total of 6.7 gigabytes
of data was downloaded, and a total of 4 gigabytes of data was uploaded using
GATR during that time.

CTY DATE LOCATION NOTES
15 Aug Pier side, Manta Unable to get on the network due to problem with the iDirect Options File.
16 Aug ~3.5 hours
% 17 Aug Angelica Flores 8 hours
% 18 Aug senee ~6 hours
8 19 Aug ~8 hours (Not much traffic; mostly a solar research day)
Pier side, Manta
20 Aug ~12 hours (All crew access from 1500-2000)
23 Aug ~4 hours
< 24 Aug ~2 hours (All medical operations shut-down early due to inclement weather.)
g 25 Aug Bahia Malaga No medical operations due to inclement weather
g 26 Aug ~7 hours
© 27 Aug ~6 hours
2 Sep No network access — unable to get 24 db of cross polarization isolation.
_ 3 Sep Boat Landing No network access — unable to get 24 db of cross polarization isolation.
% 4 Sep Zone ~5 hours
5 Sep ~8.5 hours (heavy use day)

Table 5: GATR Schedule of Operations
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3.10.7.1. Ecuador. The GATR proved itself in moderately windy conditions when,
on August 15, it received a lock on the satellite (Telstar 12) under strong gusts.
However, a glitch in the options file for the iDirect satellite router prevented network
access on the first day of GATR operations. On the next day, August 16, the
GATR was up at the primary medical care site at the Angelica Flores School.
GATR was deployed to the roof of the administration building. By this time, the
IntelSat staff were able to remotely correct the problem with the options file and the
GATR system was able to get on the satellite network. The GATR replaced the
BGAN that afternoon for mission communications, and then again on August 17
and 18.

At the Angelica Flores site, a PowerFilm Solar system was successfully coupled
with the GATR system as a test, but provided only about 4 hours of power.

For the last two days in Ecuador the GATR was deployed to the pier. The system
was powered during these two days entirely by the PowerFilm solar panels and two
deep cycle vehicle batteries. Each of these days pressed the GATR with very
windy conditions. On one day, the wind was strong enough to move the antenna
and degrade the signal. Tightening the tie-down cables solved the issue.

When deploying GATR, it is important to create a correctly-aligned base square on

the ground. This will ensure the dish will align to the correct azimuth. This became
an issue on one day in Ecuador. The magnetic compass that was used to create
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the base square was being affected by the close proximity to the ship and the
ship’s magnetic signature. Deploying the GATR away from large masses of metal
will prevent this problem.

On the last day in Ecuador, as part of the Crew Appreciation activities, a WiFi
hotspot was provided using the GATR and an ASUS WL-330G Pocket Wireless
Router. Up to 25 computers could access the Internet simultaneously using text
and/or video chat for 2-3 hours.

= = = i
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Figure 34: GATR Deployed on the Roof of the Angelica Flores School

3.10.7.2. Colombia. Rain was a major factor in Columbia. The Naval Hospital at
Bahia Malaga was chosen as the site for GATR operations. Attempts were made
to run long coax cables for the iDirect modem and the router so that they could be
indoors. While the GATR antenna itself is able to withstand moderate amounts of
rain, other GATR specific components are not. The GATR performed well in
Colombia with a 19.7 degree look angle, which was a few degrees higher than in
Ecuador. Also, the Ku-band system was able to withstand heavy rain and maintain
operations.

The GATR was stored in cases in the administrator's office each night. The ball
was wet inside from the first day of use in the rain, but performance was not
affected.

With accumulated proficiency, the GATR crew saw a drop in both setup and
takedown time.

3.10.7.3. Haiti. Something changed with the antenna from Colombia to Port-au-
Prince. At the Boat Landing Zone there was a good receive signal, but an
acceptable cross polarization isolation value could not be attained (15 db). The
minimum to join the network is 24 db. Moving the feed location didn't help. Moving
the system away from the water helped, but still only 21 db of cross polarization
isolation was obtainable.

On the second day, the backup GATR antenna was deployed, and 23.5 db of cross
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polarization isolation was obtained. The Loral technician rounded that up to 24 db
and activated the system on the network. After monitoring power settings for a
while, they determined that the GATR wasn’t causing interference and they allowed
it to stay on the network.

On the operational days, the system was powered by a portable generator. This
was because the Haitian electric company, EDH, was unreliable.

3.10.8. Logistics Issues

3.10.8.1. Transportation. The GATR VSAT system was packed into two Hardigg
Storm cases. The total weight for each case was 70 pounds. Since each empty
case weighed 20 pounds, that means the total gear weighed in at 100 pounds.
About 22 pounds of peripheral equipment was transported in separate containers.
The most important of those items was an iDirect satellite modem which could be
used as a backup. The reason there were two 70 pound cases for the GATR unit
and the 22 pounds of peripheral equipment was because backups of many of items
were included. It would be quite possible to have a complete GATR system at 55
pounds not including the case, laptop, spectrum analyzer, GPS, angle finder,
compass, extension cord, and power strip. However, these are required items for
all VSAT systems and it is not advisable to deploy with out them as well as
backups for key components.

Excess baggage and overweight charges ended up being less than planned for.
Many airlines waived the excess baggage charges for one reason or another.

3.10.8.2. Deployment Location. Because of differences in size and setup area
needed, the GATR could not be used in the same locations that are acceptable for
BGAN units. BGAN was typically deployed in or very near the center of medical
operations. Therefore, a WAP was critical to the distribution of the connection.

3.10.8.3. Customs. A special customs form is required when travelling with
electronic equipment (especially a deployable VSAT antenna and associated
electronics). It is Customs Form 4455, Certificate of Registration. It provides proof
that one started the trip with the equipment, and eliminates duty fees. The form
can be obtained online, but must be signed in person by a customs officer who
inspects the equipment. There is also customs Form 4457 which is for personal
affects.

3.11. Pierside Communications

3.11.1. There is a need for the ship to communicate securely with the pier when
the ship is in port. This communication channel is especially cumbersome since it
is difficult to bring a T1 or other channel through the ship’s hull. A possible solution
may be a point-to-point infrared laser. This system is easily transportable, easy to
set up, secure, and offers bandwidth in the gigabit range. In addition, it will shoot
reliably over four miles with good environmental conditions and line-of-sight.

3.12. Power Conditioning
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3.12.1. The FLAKSs need a clamping isolator or a clamping power conditioner to
replace the APC UPS units that failed due to low voltages, over-voltages and dirty
power. This will keep power supplies from failing on future missions, and it will
stop laptops and other devices from potentially failing during long periods of use.
The downside is that it will increase the weight of the FLAK.

3.13. Logistics

3.13.1. During busy periods of helo and boat transportation operations to and
from the ship while it is at anchor, losing FLAK equipment is a high possibility.
FLAK gear should be made easily distinguishable with markings on the cases.

3.14. UAV

3.14.1. One recommendation for potentially increasing the wireless
communication coverage area for a remote site is to employ UAV’s. This is long-
term goal and would apply more to DR missions rather than scheduled HA
missions. In the case of scheduled HA missions, the presence of a UAV may be
seen as an undue militaristic intrusion.

3.14.2. The use of UAVs in this area has already been tested and proven through
actual operations. Teams have already set up secure networks using an airborne
access point on a blimp in the Northern U.S. for border patrol missions. For non-
emergency missions, it would be overkill until we get small UAVs that could be
easily launched from a site and can fly an automated route and be easily
recovered.

3.15. Recommended Devices for Communicating Ship-to-Shore
In order of priority:

1) Blackberry and/or Palm or Windows Mobile-enabled Cell Phones

Pros ‘ Cons

Requires advanced infrastructure on the
ground and on the ship

E-mail

Will only work outside and usually on the shore
Browser side, without modification to the ship (addition
of access points throughout the ship)

Interoperable with many civilian systems
Inexpensive (and increasingly so)
Accepted Technology

Can be multi-purposed

Small Form Factor

Lightweight

May operate through a BGAN
Table 6: Pros and Cons of Blackberry Devices
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2) Iridium Phone

Pros Cons

World-wide Coverage Expensive

Can get fixed rates with unlimited minutes

Only works outdoors

Volume level is an inherent problem (might be

Worked in every location during Comfort 07 solved with a powered headset)

Table 7: Pros and Cons of Iridium Phones

3) Host Nation-provided Cell Phones

Pros Cons
Work well for voice comms No historical record of conversation
Small Form Factor Requires host nation coordination
Lightweight Off-shore use is limited

Table 8: Pros and Cons of Hos't Nation-Provided Cell Phones

4) Two-way pagers

Pros Cons

Requires advanced infrastructure on the

Small Form Factor _ ground and on the ship

Will only work outside and usually on the shore
Lightweight - side, without modification to the ship (addition
of access points throughout the ship)

Good for Short Messages

Less Costly than Blackberry

Table 9: Pros and Coﬁs of Two-Way Pagers

5) Email
Pros Cons
Full Contact ' Requires advanced infrastructure on the
ground and on the ship
Historical Record Requires Laptop
Table 10: Pros and Cons of Email
6) Skype
Pros Cons
. Voice can have extreme delays when using
Voice s
satellite link
IM Not allowed on Navy networks
Video Lack of security
Inexpensive Configuration management control is difficult
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Table 11: Pros and Cons of Skype

7) Personal email (Yahoo, Gmail, Hotmail, etc.)

Pros ‘ Cons
Full Contact Requires advanced mfrastructure on the
ground and on the ship
Historical Record Requires Laptop

~ Not allowed on Navy networks

Table 12: Pros and Cions of Personal Email
8) Convince Navy to open up OWA to the ships network.

9) Allow Remote Desktop from BGAN sites to ship:

Pros Cons
Direct access to all files on the ships server Delays?
low bandwidth off ship ' Requires Laptop
Light, energy efficient clients on shore

Table 13: Pros and Cdns of Remote Desktop
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Appendix A: Reviewer
Mr. John E. Holloway

SAIC contractor support to the Director
Integrated Information and Communications Technology Support

Office of the Assistant Secretary of Defense
for
Networks and Information Integration

John E. Holloway, is an SAIC contractor providing technical/operational advice to the Director
of Integrated Information and Communication Technology (ICT) Support (11S) in the Office of
the Assistant Secretary of Defense, Networks and Information Integration (NII). He is
responsible for keeping the Director of 11S informed on issues concerning the coordination and
facilitating the communications enablement and information sharing of the Departments’
international contingency and stabilization operations policy as it pertains to the U.S. Navy and
other services as required. He is also responsible for stewardship of the Regional International
Outreach program through the Joint Capabilities Integration and Development System process.
Before his arrival at 1S, Mr. Holloway conducted studies for the Joint Staff J6 in the areas of
Multi-National Information Sharing, Utilization of UHF DAMA SATCOM across the
Department and Network Convergence for SOCOM.

Prior to employment at SAIC, he was employed by Hughes Aircraft/Raytheon, where he was
employed for 12 years. While at Hughes/Raytheon he was responsible for the testing of
Raytheon developed systems for the National Security Agency. Mr. Holloway was also
responsible for developing operational concepts for phase one of the Global Broadcast System
and developing/presenting a communications technical controller course to members of the
Royal Saudi Air Force in support of the Peace Shield program. He was also responsible for
providing operational insight to the Joint Staff J3 sponsored Program Decision Aid System.

Mr. Holloway retired from the U.S. Navy in 1988 as a Cryptologic Technician (Radio) Chief
Petty Office after 20 years of service. While on active duty, Mr. Holloway was active in special
operations in Okinawa and Vietnam. He became a Plank Owner for the Classic Outboard
program as well as the Cryptologic Support Group U.S. Navy Europe. He was also a senior
analyst in complex wideband signals. While serving three tours at the National Security Agency,
Mr. Holloway was a senior analyst within the National SIGINT Operations Center Maritime
Watch as well as a Surveillance and Warning Supervisor within the Special Support Activity
where he received numerous classified Letters of Commendation for Presidential Support and for
both overt and covert operations.

Mr. Holloway was born in New Haven, CT. He is married and has 5 year old twin daughters. He

graduated from Staunton Military Academy and has attended numerous Service and National
Security Agency schools
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2ndMARDIV
AAR
ACE
ACM
ADP
AOR
APAN
BCKS
BGAN
BLZ
BUMED
C2F
CAPT
CDR
CFFC
CIR
CIVMARS
CNO
COMNAVSOUTH
COMPACFLT
COMREL
CPT
DESRON
DOD
DODD
DR

EOC
EUCOM
FORSCOM
GATR
GENSETS
GHz
GVO

HA
HA/DR

HF

HFC

HFN
HFENC
HLZ
HOPE

Appendix B: Glossary

Second Marine Division

After Action Report

Advance Coordination Element
Association for Computing Machinery
Automated Data Processing

Area of Responsibility

Asia Pacific Area Network

Battlefield Command Knowledge System
Broadband Global Area Network
Boat Landing Zone

Bureau of Medicine

Commander, Second Fleet

0O-6 Captain (U.S. Navy)

Commander

Combined Fleet Forces Command
Carrier-to-Interference Ratio

Civilian Mariners

Chief of Naval Operations
Commander, Navy Southern Region
Commander, Pacific Fleet
Community Relations

O-3 Captain (U.S. Army/Airforce/Marine Corps)
Destroyer Squadron

Department of Defense

Department of Defense Directive
Disaster Relief

Emergency Operations Center
European Command

United States Army Forces Command
Ground-to-Air Transmit and Receive
Generator Sets

Giga-Hertz

Groove Virtual Office

Humanitarian Assistance
Humanitarian Assistance/Disaster Relief
High Frequency

Hydrogen Fuel Cell

Hastily Formed Networks

Hastily Formed Networks Center
Helicopter Landing Zone

Humanitarian Opportunities for Peace and Education

B-1



IDU
INMARSAT
o]

IP

KB
LAN
LCDR
LL
LMRolP
MAF
MB
MBPS
MHz
MILGRP
MRE
MSC
MTF
NAT
NTD
NCIS
NGO
NIl
NKO
NML
NOC
NPS
OASD
ODAA
OoDU
OFDM
PAO
PBX
PDA
PDSS
QO0S
RV

SA
SATCOM
SEABEE
SMS
SOP
SSG
SSTR
TCP
TELCO

Indoor Unit (WiMAX)

International Marine/Maritime Satellite
International Organization

Internet Protocol

Kilobyte

Local Area Network

Lieutenant Commander

Lessons Learned

Land Mobile Radio over Internet Protocol
Mission Aviation Fellowship

Megabyte

Megabits Per Second

Mega-Hertz

Military Group

Meals, Ready to Eat

Military Sealift Command

Medical Task Force

Network Address Translation

Navy Telecommunications Directive
Naval Criminal Investigative Service
Non-Governmental Organization
Networks and Information Integration
Navy Knowledge Online

Navy Medical Logistics

Network Operations Center

Naval Postgraduate School

Office of the Assistant Secretary of Defense
Office of the Designated Approval Authority
Outdoor Unit (WiMAX)

Orthogonal Frequency Division Multiplexing
Public Affairs Office

Private Branch Exchange (private telephone switchboard)

Personal Data Assistant
Pre-Deployment Site Survey

Quality of Service

Recreational Vehicle

Situational Awareness

Satellite Communications

aka CB: Naval Construction Battalion
Simple Messaging System

Standard Operating Procedures
Strategic Studies Group

Stability, Security, Transition, and Reconstruction
Transmission Control Protocol
Telephone Company
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UHF Ultra-High Frequency

USAF United States Air Force

USCG United States Coast Guard

UsMcC United States Marine Corps

USN United States Navy

USNS United States Navy Ship
USPACOM United States Pacific Command
USPHS United States Public Health Service
USSOUTHCOM United States Southern Command
VHF Very-High Frequency

VSAT Very Small Aperture Terminal

WAP Wireless Access Point

WiFi Wireless Fidelity

WIiMAX Worldwide Interoperability for Microwave Access, Inc.
WLAN Wireless Local Area Network
WSC-8 AN/WSC-8(V) SATCOM Terminal

B-3



Appendix C: Communication & Collaborative IT Tools Survey

In an effort to improve the ship to shore communications and the ability to collaborate
during Humanitarian Assistance Operations, your input is highly valuable. In completing
the next few pages, you will have an opportunity to provide feedback that will be used to
improve the capabilities for subsequent missions of this type.

This survey should take about 20 minutes to complete. It is anonymous, and only the
aggregate results will be used.

What department were you working in during Comfort 07?

MEDOPS

Command Center (non-MEDOPS)

Patient Admin

BGAN Operator

Pharmacy

Other:

Without regard to any particular application or IT Tool, rate your perception of the
importance of the following when conducting Humanitarian Assistance Operations
similar to the Comfort 07 Mission:

On scale of 0 to 5:

5 = Extremely Important
4 = Somewhat Important
3 = Important

2 = Slightly Important

1 = Not Important

0 = No opinion

How important is the ability to communicate in a chat room environment?

How important is the ability to communicate in a discussion forum
environment?

How important is the ability to share files in a common workspace?

How important is the ability to share photos in a common workspace?
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How important is it to have persistent communications? (i.e. when
communication links are temporarily down, conversations persist within the
application and can be continued from the point of disruption once comms
are re-established?)

Are there any other features not listed above, that would improve your ability to perform
your mission-related communication?

Would voice communication (radio, cell phone, etc.) be a suitable substitute for
computer-based collaboration tools that provide features like chat, discussion, file-
sharing, etc? Please describe why or why not.



Regarding the Groove Application that was used during Comfort 07, rate your
perception of the value of the various features within Groove:

On scale of 0 to 5:

5 = Extremely Valuable

4 = Somewhat Valuable

3 = Valuable

2 = Slightly Valuable

1 = Not Valuable

0 = Not applicable, or not observed

How valuable was the Groove Chat Tool in meeting your communication
needs for the Comfort Mission?

How valuable was the Groove Discussion Tool in meeting your
communication needs for the Comfort Mission?

How valuable was the Groove Files Tool in meeting your communication
needs for the Comfort Mission?

How valuable was the Groove Picture Tool in meeting your communication
needs for the Comfort Mission?

How valuable was the Groove feature of persistence? (i.e. when
communication links are temporarily down, conversations persist in Groove
and can be continued from the point of disruption once comms are re-
established?)

In general, how valuable was Groove in satisfying the overall need for
collaboration during the Comfort 07 Mission?

What drawbacks or shortfalls can you identify with Groove?

What aspects of Groove were particularly helpful?
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Regarding the level of connectivity you observed from ship to shore for computer-based
collaboration (i.e. connectivity required for NKO Chat or Groove,) please indicate the
adequacy:

On scale of 0 to 5:

5 = Extremely Adequate

4 = Somewhat Adequate

3 = Adequate

2 = Slightly Adequate

1 = Not Adequate

0 = Not applicable, or not observed

How adequate was the speed of communication?

How adequate was the reliability of communication?

How adequate was the availability of back-up methods of communication
such as cell phone or radio?

What particular drawbacks or shortfalls can you identify with the communication
backbone used during Comfort 07?

Please provide any comments or criticisms you may have about any aspect of the ship-
to-shore communications during Comfort 07. If you have suggestions for improvements
or changes, please provide them here.
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Appendix D: Results of Communication and Collaborative IT
Tools Survey

Survey Introduction

In an effort to improve the ship to shore communications and the ability to collaborate during
Humanitarian Assistance Operations, your input is highly valuable. In completing the next few
pages, you will have an opportunity to provide feedback that will be used to improve the
capabilities for subsequent missions of this type.

This survey should take about 20 minutes to complete. It is anonymous, and only the aggregate
results will be used.

What department were you working in during Comfort 07?

Histogram: Respondent Job Function

Frequency
O P N W b
|
I

ADP
BGAN
Operator
Command
Center
Discharge
Planning
MEDOPS
Patient
Admin
Pharmacy

Job Function

Note: A total of 15 responses were collected.
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Section 1: General Communications Requirements Assessment

Without regard to any particular application or IT Tool, rate your perception of the importance of
the following when conducting Humanitarian Assistance Operations similar to the Comfort 07
Mission:

On scale of 0 to 5:

5 = Extremely Important
4 = Somewhat Important
3 =Important

2 = Slightly Important

1 = Not Important

0 = No opinion

How importantis it to...

General Comms Capabilities Assessment

Have persistent communications

Share photos in a common
workspace

Share files in a common workspace

Communicate in a discussion forum
environment

Communicate in a chat room
environment

0.0 0.5 1.0 15 2.0 25 3.0 35 4.0 4.5 5.0
Average Rating

A Cebrowski Institute Hastily Formed Network Study
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Are there any other features not listed above, that would improve your ability to perform your
mission-related communication?

e Lines of email and other forms of chat other than Groove

¢ Reliable land lines.

¢ Reliable Cell Phones.

e Have the ability to use microphone for verbal communication.

e Electronic transmission of patient admission documentation from the mission sites to Casualty
Receiving (aboard ship).

e One other tool that proved useful was email. For patient referrals, it is best to get a note from the
referring physician that we can then share with the surgeon and to which he can respond.

e Would be nice to send files.

e More direct communications with individuals in pharmacies ashore. Sometimes we couldn't
spare a person to go to BGANS to send and receive messages.
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Would voice communication (radio, cell phone, etc.) be a suitable substitute for computer-based
collaboration tools that provide features like chat, discussion, file-sharing, etc?

Histogram: Would Voice Comms Be a
Suitable Substitute for IT Tools?

Frequency

No Yes
Reply

Note: “Yes™ and “No”” answers were interpreted from user response.

e From my perspective, yes. It is often quicker and more reliable. Disadvantage is there is no
written record. Although, records of Groove chat this deployment may not have even been kept
or utilized.

e Voice communication is a very important backup to the applications used for computer
communications. A reliable system needs to be in place due to the fact that often when the ship
dropped off line that also meant the phones were out because they were also going through the
WSC-8.

¢ Voice communications could substitute for computer-based collaboration tools only if computer-
based collaboration tools will be down for an extended period.

e Skype is somewhat inexpensive but not always reliable. More use of satellite phones.
e There are no records and some workspaces are not able to get radio signals.

¢ Not unless the voice comms were ship-wide. It would make things a lot easier if cell phones
worked throughout the ship.

e Aslong as other options are reliable.

e Yes, but only if many are made available throughout the ship, and especially on the wards.
Nurses and patients call ashore frequently.

e Very hard to hear and understand. Wouldn't be able to share files, pictures, etc.

e Voice communication is not documented. A good feature of Groove is that it is documented for
recordkeeping sake.

e Too much information is being exchanged to utilize radios or cell phones.

¢ Voice communication works well for us to check on the status of referrals, but a documented
record of the encounter is desirable. Especially for documenting medical conditions. There is too
great of risk for error in voice only.
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e No, but I would like to have voice communication options for issues that require extended
discussion or explanation.

e In most cases, however, written instructions provide a printable record.
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Section 2: Groove Assessment

Regarding the Groove Application that was used during Comfort 07, rate your perception of the
value of the various features within Groove:

On scale of 0 to 5:

5 = Extremely Valuable

4 = Somewhat Valuable

3 =Valuable

2 = Slightly Valuable

1 = Not Valuable

0 = Not applicable, or not observed

Groove Assessment

Groove in General

Groove Persistence

Groove Picture Tool

Groove Files Tool

Groove Discussion Tool

Groove Chat Tool

0.0 0.5 1.0 15 2.0 25 3.0 3.5 4.0 4.5 5.0
Average Rating

A Cebrowski Institute Hastily Formed Network Study
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What drawbacks or shortfalls can you identify with Groove?

e Bandwidth intensive, latency.

e The mark for Groove value would be much higher if it was not so unreliable. There were many
instances of immense lag times (up to 2 hours) for information just to get to the ship. The
persistence would also cause issues as the missed chat information coming in would not always
come in the order it was sent, causing missed chat messages that did not show up on the
viewable screen. Part of the learning curve was to know to scroll back occasionally to see what
may have been missed. Again, this some times caused a delay of message reception of up to 2
hours.

e Too many to mention

e Delayed communications and when an account was not used for a day or two, the MB's for that
particular account needs to "Catch up" with the current day's transmissions uses valuable money
that could be used for new transmissions.

e Latency issues when comms were up and the time taken to update user profiles if logged out for
an extended period of time.

e Too much overhead in Groove. Groove uses too much space to transmit data. A single
character of text uses 300kb of space. Eats up purchased time on commercial network too
quickly.

e | did not personally use Groove, however patient admin did, and we were able to send some
messages via them. Maybe you should teach discharge planning how to use Groove.

e |t works great as long as the satellite and servers are up.

e The time delay was very bad so we relied on email or cell phones instead on several occasions.
Need to have training on Groove as most are not familiar with its features.

e The latency issue for the shipboard incoming messages. Certain types of follow-up taskers
(equipment requests, lab updates, etc.) identified clearly in chat were never properly assigned to
dedicated responsible parties (process problem).

e | believe the frustrating times with Groove wee more related to the systems aboard the ship rather
than the Groove application. The only complaint | had was the speed in which messages were
received after they were sent.

e Computers have to be good. The program can't be loaded on a bad computer.

e SOP/training was not communicated well.
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What aspects of Groove were particularly helpful?
e The tool itself provides written documentation of decisions and requests. Can be utilized BGAN
to BGAN if comms on the ship are down.

e The file and picture sharing. Using the discussion area was not a good value because all
members received the data whether they needed it or not, which added to the delay. The file and
picture areas could be configured for read on demand only.

¢ Hardly any.

e When it was working without the delay in transmission, it worked great.
e Chat and direct messaging

e The chat log that did not disappear.

o | did not personally use Groove, however patient admin did, and we were able to send some
messages via them. Maybe you should teach discharge planning how to use Groove.

e Different BGAN units being able to communicate with one another
e Ability to save. Ability to separate chat from discussion.
e The ability to separate and organize individual requests by patient or type of request.

e For patient referrals, the discussion forum was very helpful in keeping information together.
Trying to work referrals through the chat could be challenging as there could be a significant
amount of traffic to sift through to find replies.

¢ Real-time comms.
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Section 3: Comfort 07 Connectivity Assessment

Regarding the level of connectivity you observed from ship to shore for computer-based
collaboration (i.e. connectivity required for NKO Chat or Groove), please indicate the adequacy:

On scale of 0 to 5:

5 = Extremely Adequate

4 = Somewhat Adequate

3 = Adequate

2 = Slightly Adequate

1 = Not Adequate

0 = Not applicable, or not observed

General Connectivity Assessment

Availability of back-up methods

Reliability

Speed

0.0 0.5 1.0 15 2.0 25 3.0 35 4.0 45 5.0
Average Rating

A Cebrowski Institute Hastily Formed Network Study
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What particular drawbacks or shortfalls can you identify with the communication backbone used
during Comfort 077

e Latency in communications was the biggest issue. The phones were a good backup, but with the
patient admin department at their work area, it was difficult to get through. Having to pass doctor
requests via phone was a time consuming activity. If the ship lost comms, the phones also went
down. A separate satellite and/or radio would go a long way in solving the issues with the
comms. Having both would be the best answer.

e Switch to WSC-6
e Time delays as much as 2 hours from one BGAN to the next as close as right next to each other.

e Sometimes cell phones did not work either. Not knowing whether it was latency or downtime, you
didn't know for a while.

e Discovered that Groove accounts not logged into the ship's LAN had extremely high latency.
o Email was pretty reliable so it may be beneficial for outside sources to use email.

o Need more cell phones. Nursing services needed cell phones.

e There were a lot of connectivity problems but Groove was 100% better than NKO.

¢ As always, no consistent forms of communication exist within the ship. When the ship is far from
port (i.e. Guyana and Suriname) even cell phones were a challenge. Need the same type of cell
phone so we don't have to figure out a new phone with each country, particularly with how to dial
back to the ship (011 or 0011).

e The issues with Groove seemed to center around the time it took for messages to be sent
between the ship and shore. Messages would eventually be received; many times it was after
the work day ended. Cell phone communication varied greatly by country. In the beginning, we
could not get calls through to the ship lines. As we progressed through the mission, the
communication got better and better.
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Please provide any comments or criticisms you may have about any aspect of the ship-to-shore
communications during Comfort 07. If you have suggestions for improvements or changes,
please provide them here.

e Groove was introduced way too late in the game. This should have been an application that was
installed weeks before we departed with formal training for both sys admin and users.

e Many of the latency issues with Groove were the result of shared bandwidth from the ship. All
communications to/from the ship go through the WSC-8. When the mission is dependent upon
communicating through something like Groove, a separate network would make a huge
difference. All-in-all, the experience was very good. If the latency issues can be reduced, | think
the system would work well.

e BGAN units performed superbly for the entire mission. My suggestion for the ship-to-shore side
of comms is that the ship conducts tests prior to the deployment to ensure the gear onboard
operates correctly.

e The system had to be reloaded and a disk was created to accomplish that task quickly in the
event that the system were to crash in the future, a Bart's PE disk would be a valuable tool. In
light of this problem, each laptop should have a hot-swappable CD/DVD drive. The other thing is
that if the need arises, a thumb drive would be a better choice for reloading the system (with
everything already in the image to be reloaded - Skype, BGAN Software, Acrobat Reader,
Internet Explorer, Anti-Virus Software, CAC Software, Microsoft Office, Winzip, and CD/DVD
Burnware,) but the problem is that the machine is slow to boot to a thumbdrive. Also, a web-
camera would make some forms of necessary communication better.

e Not sure if MIRC can be used. Maybe the Groove program can be scaled back with functions to
operate better with limited bandwidth aboard ships.

e Provide email addresses for host nation resources as well as phone numbers. Teach those
involved with the ship to shore communications the various methods of comms and how to use
them.

e The surgical mission requires follow-up care for patients that needs planning and organization
with contacts (and patient families) ashore. At times, it took hours to make "simple” calls ashore
for patient appointments, lab results, and other issues. First, we had to get a cell phone or an
outside (functioning) POTS line, then we had to get a translator and often we would have to
coordinate all of this in with the physician or surgeon's busy schedule. Also, each country
required new knowledge of how communications would work there. We never knew if we did or
did not need an area code, etc. Lastly, cell phones didn't always work or (believe it or not)
sometimes the host nation points-of-contact would turn their cell phones off! This could have
been very bad if we had to do an emergency transport.

e Due to the connectivity problems, messages were delayed. Some units got delayed messages
and some did not.

e Need more traditional radios for improved comms within a site (site leader to asst. site leader,
etc.) or among sites close by. We should replace cell phones with a better, more reliable form of
communication. Research ability to do admin registration work in the field (such as a bar-coding
system). Admin packet process should be electronic from shore to ship. Electronic transmission
of the paperwork from shore-based work stations and/or a bar-coding process.
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Appendix E: COMUSNAVSO Requirements Validation
Message

AAAQ

PP

DE 1101934

ZNR UUUUU

P R 201934Z APR 07

FM COMUSNAVSO

TO COMUSFLTFORCOM NORFOLK VA//NO1/N3/N6/N8//
COMNAVNETWARCOM NORFOLK VA//NOO/NOL//
COMSPAWARSYSCOM SAN DIEGO CA
SPAWARSYSCEN CHARLESTON SC

INFO HQ USSSOUTHCOM MIAMI FL

SECDEF WASHINGTON DC//NII/

COMDESRON TWO FOUR

MSCHQ//N3/PM1/N6//

COMSFSC NORFOLK VA//NO1/N6//

SPAWARSYSCEN ST JULIANS CREEK VA
NAVPGSCHOL MONTEREY CA

USNS COMFORT

BT

UNCLAS

MSGID/GENADMIN/COMUSNAVSO/-/APRI//

SUBJ/C4 REQUIREMENTS VALIDATION 1SO USNS COMFORT
/HUMANITARIAN ASSISTANCE TRAINING DEPLOYMENT//
REF/A/EMAIL/USNS COMFORT/15JAN2007//
REF/B/RMG/COMUSNAVS0/082143ZMAR2007//
REF/C/DOC/DODD 3000.05/28NOV2005//
REF/D/RMG/CICS WASHINGTON DC/121544ZAPR2007//

NARR/REF A IS E-MAIL BETWEEN ITCS CLARK (USNS COMFORT) AND LCDR JONES-COLEMAN
(COMDESRON TWO FOUR) OUTLINING C4 REQ FOR DEPLOYMENT BASED ON MERCY L/L. REF B IS
COMUSNAVSO MESSAGE ADDRESSING PROCEDURES FOR REQUESTING FUNDING ISO USNS
COMFORT HUMANITARIAN ASSISTANCE (HA) TRAINING DEPLOYMENT. REF C IS DODD 3000.05
MILITARY SUPPORT FOR STABILITY, SECURITY, TRANSITION, AND RECONSTRUCTION (SSTR)
OPERATIONS. REF D IS MODIFICATION (MOD) 18 TO FY 07-09 GLOBAL FORCE MANAGEMENT (GFM)
ALLOCATION PLAN.//

POC/CDR D. G. WIRTH/N6/COMUSNAVSO/MAYPORT, FL/TEL:904-270-4044 X 3248
/EMAIL:david.wirth@navy.mil//

GENTEXT/REMARKS/1. USNS COMFORT WILL DEPLOY WITH EMBARKED MEDICAL TASK FORCE,
COMDESRON TWO FOUR AS THE COMMAND ELEMENT, INTERNATIONAL MILITARY, AND NON-
GOVERNMENT ORGANIZATIONS (NGO) TO THE SOUTHCOM AOR IN JUNE 2007 FOR A 120 DAY
HUMANITARIAN ASSISTANCE TRAINING DEPLOYMENT. THE CONOPS DEVELOPED AT THE INITIAL
AND MID-PLANNING CONFERENCES REQUIRE ADDITIONAL C4 CAPABILITIES TO EXECUTE THE
MISSION AND PROVIDE FORCE PROTECTION ASHORE.

2. REQ FFC SUPPORT IN FUNDING $550k, TO ENABLE SPAWAR PROCUREMENT, INSTALLATION,
AND TRAINING OF EQUIPMENT TO SATISFY THE SPECIFIC C4 REQUIREMENTS VALIDATED IN THIS
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MESSAGE. REQ $140K FOR ADDITIONAL MANPOWER NEEDED TO OPERATE EQUIPMENT AS
DISCUSSED IN PARA 5. REQ RAPID FUNDING DECISION IOT EXECUTE UPGRADES AND MEET SHIP
UNDERWAY TIME. FURTHERMORE, FUNDING WILL REDUCE FUTURE C4 REQUIREMENTS FOR
COMFORT.

3. IRT REF A AND IAW REFS B AND C COMUSNAVSO VALIDATES THE C4 REQUIREMENTS IN PARA
4 IAW THE FOLLOWING PRIORITIES.

(1) VOICE COMMUNICATIONS TO MAINTAIN COMMAND AND CONTROL, INCLUDING FORCE
PROTECTION, AND TO SUPPORT EFFICIENT OPERATIONS OF THE HOSPITALS AFLOAT AND
ASHORE.

(2) TRANSMISSION BY VOICE AND DATA OF MEDICAL INFORMATION BETWEEN SHIP AND SHORE.
(3) INTERNET ACCESS FOR INTERNATIONAL MILITARY AND EMBARKED NGOS.
4. PRIORITIZED REQUIREMENTS.

(1) UPGRADE SHIP PHONE AND PAGING SYSTEMS. THIS IS A SAFETY OF LIFE ISSUE FOR THE
HOSPITAL DUE TO DEAD ZONES WITHIN THE SHIP WHERE PAGERS AND PHONES DO NOT WORK.

(2) VOICE AND DATA CONNECTIVITY BETWEEN SHIP’S HOSPITALS AND SATELLITE TREATMENT
CENTERS ASHORE.

(3) STABLE POWER FOR SHORE BASED HOSPITAL AND SATELLITE TREATMENT CENTERS.
(4) PATIENT TREATMENT AND DISPOSITION TRACKING SOFTWARE.

(5) INTERNET CAFE SEPARATE FROM SHIP’S UNCLASS .MIL DOMAIN WITH DIRECT ACCESS TO
THE INTERNET ISO NGOS AND INTERNATIONAL MILITARY PERSONNEL.

(6). COMPOSE SOFTWARE SUITE FOR SIPRNET INSTALL TO SUPPORT THE COMMAND ELEMENT.

5. SHIP IT MANNING IS INSUFFICIENT TO SUPPORT MTF SHIP-TO-SHORE COMMUNICATIONS
REQUIREMENTS. REQ SOUTHCOM SUPPORT FOR ADSW OR IA SUPPORT FOR 4 IT PERSONNEL (OR
JOINT SERVICE EQUIVELANT), ONE E7 AND 3 E4-E6, WITH THE NEC 2735 (LAN ADMIN OR JOINT
SERVICE EQUIVELANT) TO PROVIDE THE CORE OF A DIVISION TO SUPPORT IT REQUIREMENTS OF
THIS MISSION. ADSW REQ SENT SEPCOR. COMUSNAVSO AND SOUTHCOM ARE WORKING WITH
NPS AND NGO COMMS ORGANIZATIONS TO SUPPLEMENT THE MIL CORE.

FUNDING REQUESTED IN PARA 2 INCLUDES TDY/TRAVEL COSTS TO DEFRAY THOSE EXPENSES
FOR NPS. ADDITIONAL FUNDS MAY BE REQUIRED FROM SOUTHCOM TO DEFRAY NGO TRAVEL
COSTS IAW REF C AND D.

6. JUSTIFICATION: THE ABOVE REQUIREMENTS ARE BASED ON LESSONS LEARNED FROM USNS
MERCY AND COMFORT’S OPERATIONS IN SUPPORT OF HA/DR TRAINING, TSUNAMI, AND
KATRINA RELIEF. THEY ARE CRITICAL FOR SAFETY OF LIFE BY ENABLING EFFICIENT
COMMUNICATIONS ISO HOSPITAL OPERATIONS AFLOAT AND ASHORE; ADEQUATE C2 FOR FORCE
PROTECTION, DISASTER RESPONSE, AND A RECOGNIZED MARITIME PICTURE; AND FACILITATE
EFFECTIVE INFORMATION EXCHANGE AND COMMUNICATION AMONG US MILITARY AND THE
EMBARKED FOREIGN MILITARY PERSONNEL, NGOS, AND THEIR SUPPORT ORGANIZATIONS IAW
REF C.//
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